How to implement an SSO solution on Synology NAS with Microsoft Azure AD

Domain Services

Synology provides a single-sign-on (SSO) solution to integrate all your web applications and services. Once users sign
in to any one of your web applications and services with their credentials, they can access any other ones without
signing in again.

Aside from the benefits mentioned above, with your existing subscription to Microsoft Azure™, you can also join your
Synology NAS as an SSO client to Microsoft Azure Active Directory Domain Services. This exempts you from the need
to deploy and manage domain controllers on premises.

This tutorial will guide you through how to join your Synology NAS to Azure AD Domain Services, and how to enable

Azure SSO service.
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1. Before you start

Before you proceed with the setup, please make sure you have already had an adequate environment as described

below.

= The operating system of your Synology NAS has been updated to DiskStation Manager (DSM) 6.2 or above.

= AnIPSec VPN tunnel has been set up between Microsoft Azure virtual network and the network where your
Synology NAS is located. We recommend setting up your local network with a Synology Router. For detailed

steps, please refer to this tutorial.

Note:

= The domain join function is not available on Synology Embedded DataStation and Network Video Recorder
products.

= Visit Microsoft Azure AD Domain Services website to learn more on their pricing details.
2. Enable Microsoft Azure AD Domain Services

1. Logintoyour Microsoft Azure account.


https://www.synology.com/en-global/knowledgebase/DSM/tutorial/File_Sharing/How_to_join_NAS_to_Azure_AD_Domain#t1
https://www.synology.com/en-global/knowledgebase/DSM/tutorial/File_Sharing/How_to_join_NAS_to_Azure_AD_Domain#t2
https://www.synology.com/en-global/knowledgebase/DSM/tutorial/File_Sharing/How_to_join_NAS_to_Azure_AD_Domain#t3
https://www.synology.com/en-global/knowledgebase/DSM/tutorial/File_Sharing/How_to_join_NAS_to_Azure_AD_Domain#t4
https://www.synology.com/knowledgebase/SRM/tutorial/VPN/How_to_set_up_Site_to_Site_VPN_between_Synology_Router_and_MS_Azure
https://azure.microsoft.com/services/active-directory-ds
https://portal.azure.com/

2. Click New > Security + Identity > Azure AD Domain Services.
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Configure the basic settings.
Enable Azure AD Domain Services X Basics

Default Directory

3.

Directory name

1 Basics
Configure basic settings
DMS domain name @

synology.com

Subscription

Qc4

Resource group &

® Create new 0O Use existing

Synology

Location

East Asia



4. Inthe Network step, select the Virtual network and Subnet for your Azure AD Domain services.

Enable Azure AD Domain Services X Network

Default Directory

It is recommended that you create a dedicated
1 Basics subnet for use with this domain senrice, After the
domain service is created you will not be able to

Configure basic settings §
modify the subnet.

Metwork Metwork

Select virtual network
Virtual network &

Synology VPN

Subnet @
AD

Note:

For the configuration of Azure Virtual Network, you may refer to the tutorial on how to set up

Site-to-Site VPN between Synology Router and Microsoft Azure.

5. Inthe Administrator e the domain.
Enable Azure AD Domain Services X Administrator group bl Members

Default Directory AAD DC Administrators

The "AAD DC Administrators” group will have == Add members [ 2
1 Basics privileges to administer this managed domain.
Click below to manage membership. 1

Configure basic settings
NAME

AAD DC Administrators &
) » AD) administrator
Network Manage group membership

Select virtual network ac  Qca

Administrator group >
Configure group membership



https://www.synology.com/knowledgebase/SRM/tutorial/VPN/How_to_set_up_Site_to_Site_VPN_between_Synology_Router_and_MS_Azure

6. Check the summary of your setup, and click OK to enable Azure AD Domain Services.
Enable Azure AD Domain Services X Summary

Default Directory

1 Basics

Configure basic settings Basics

Name synology.com

Network Subscription ac4

Select virtual network Resource group Synology
Location East Asia

Administrator group Network

Configure group membership Virtual network Synology_VPN

Subnet AD

Subnet Address 10.0.1.32/28
Summary

Enable Azure AD Domain Servi... .
Administrator group

Administrator group AAD DC Administrators
Membership Type Assigned

By enabling Azure AD Domain Services for this directory, you consent to storing
credential hashes required for NTLM and Kerberos authentication in Azure AD,

7. Once the deployment of your newly created Azure AD Domain is complete, find the domain's IP addresses on the

virtual network, which will later be used in the configuration on Synology NAS.

All resources # X B} synology.com - Properties
HEM R AR BR8N Aaure D Domsin Services

+ New &= Add  EZ Columns =+ + More D Search (Ctri+/)
DNS DOMAIN NAME
Dashboard Filter by name...

© Ovenview synology.com

All resources 10 items 5
Tl Activity log LOCATION
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App Services AVAILABLE IN VIRTUAL NETY

MANAGE

Function Apps i Properties

IP ADDRESS OM VIRTUAL NE
10237.1510237.14 (4
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>
®
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TROUBLESHOOTING + SUPPORT

SECURE LDAP
Virtual machines
X Troubleshoot Disabled

Load balancers 24 New support request

RESOURCE GROUP

Storage accounts

& &0

Virtual netwarks ADMIN GROUP

. Azure Active Directory

8. You may need to update DNS server and set up password synchronization on Azure Portal. For detailed steps,

please follow the instructions on Azure Portal.
3. Join Synology NAS to Azure AD Domain

1. Signin as administrator to DSM on the Synology NAS that you wish to join to Azure AD Domain.




2. Go to Control Panel > Domain/LDAP > Domain, and configure the following settings:

|
a 0 search

» File Sharing

[E Shared Folder
‘-.; File Services
~

am User

™
au, Group

Control Panel ? — B

Domain eLDAP 550 Client

7 Join domain
Domain: SYNOLOGY.COM

DNS Server: 10.237.1.5,10.237.1.4

B pomain/Lbar

» Connectivity

£ QuickConnect
@ External Access
/_\ Network

€D DHCP Server

Domain Server Type: -
Management Mode: Trusted Domain -

Advanced domain options (Required only under specific network environment)

DC IP/FQDN: DC LIST (EXAMPLE: 192.168.1.1,DC1.DOMAIN.COM,*)

Domain NetBIOS name: NETBIOS NAME (EXAMPLE: DOMAIN)

Domain FQDN (DNS name): DOMAIN FQDN (EXAMPLE: DOMAIN.COM)

Register DNS interface: All network interfaces -
Update user/group list: Disable -

Domain Options

Domain Status Check

Apply Reset

a. Tick the Join domain checkbox.

b. Domain: Here, we enter SYNOLOGY.COM.

c. DNS Server: Enter the Azure AD domain's IP address. If you have more than one address, simply

separate them with comma.

d. Click Apply.

3. Enter the credentials of Azure AD domain's administrator, and click Next.

Domain x

Join Windows Domain

Please enter an administrator user name and its password of the Windows

domain you want to join.

MName:

Password:

Specify OU

@synology.com




4. Read the notes, and click OK to start joining.

Domain

Join Windows Domain

Mote: 1. System time will be changed according to the time
on the Windows domain server when joining domain,

and t

@ Saving...
serve

| become the NTP

2. System DNS server settings will be changed if you

specify a DNS server IP.

3. Metwork service will restart when these

applied.

5. When the domain join is complete, click Finish.

settings are

Cancel

Domain

Domain Status Check

Check Items

Check if the connection works properly between Synology._..

Check if conflicting hostnames exist in the subnet

Check if the connection works properly between Synology._..
Check if the connection works properly between Synology...
Check if the MTU is configured correctly to ensure the con...

Check if the time is synced between Synology NAS and th...

Status



6. You can now view the users and groups managed on Azure Active Directory.

.-_:- Control Panel ? — B

3 jo) Domain LDAP Domain Group 5SSO0 Client

A File Sharing User Home Update domain data ou: -- - Y
Shared Folder Name Full name Email Description Status

SYNOLOGY\, Normal

File Services SYNOLOGY)\, MNormal
SYNOLOGY\, Normal

" User

— SYNOLOGY\ Normal

- SYNOLOGY, Normal

aa. Group
SYNOLOGY\ Normal

IA comain/Loae SYNOLOGY\ Normal
SYNOLOGY", Mormal

C tivity

A Connectivity SYNOLOGY Normal
A4 \ y

£ quickConnect SYNOLOGYY Normal
SYNOLOGY\ Normal

@ External Access SYNOLOGYY, Normal
SYNOLOGY\ Normal
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= Network SYNOLOGY), Normal

22 item(s)
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4. Enable Azure SSO service on Synology NAS

1. On Azure Portal, go to Azure Active Directory > App registrations, and click New application re
Eiﬂﬁﬂﬁﬁ%‘fﬁﬁ FRANE] - App registrations 3

gistration.
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2. Configure the following settings, and then click Create:
Create
Application type @
Wek app / AP
Sign-on URL @
https/f118.165.158.46:5001 f'webman/login.
= Name: Enter the application's name.
= Application type: Select Web app / APIL
= Sign-on URL: Enter the URL of your application's login page.
3.  You will see the just now created application in the list, click on it to get essential information.

+ Mew application registration = Endpoints }\ Troubleshoot

To view and manage your registrations for converged applications, please visit the
My apps

DISPLAY NAME APPLICATION TYPE APPLICATION ID

. AzureS50 Web app / API b93708d0-5d87-43f7-9477-aa03a0df560d



4. Copy the Application ID. Then, click Settings > Keys.

AzureS50
ed app 2
£F Settings = #° Manifest [ Delete
Display name
AzureS50

Application type
Web app / API

Home page
https:/118.165.158.46:5001/webman/logi...

Keys

Follow the steps below to generate the application's key:

Note: You may skip to steps 7 and 8 to paste the copied value first.

Application [D
b93708d0-5d87-43f7-9477-aa03a0df360d

Object ID
44e0745d-ef62-4fa3-bBB6-Ta3a0cf2eeh

Managed application in local directory

H save ¥ Discard 4 Upload Public Key

3

Passwords
DESCRIPTION

AzureS50key 1

Duration

Public Keys

THUMBFRINT

No results.

Set up the key's DESCRIPTION and duration of validity (EXPIRES).

a. Click Save.

Never expires

START DATE

Settings

GENERAL
I" Properties
Reply URLs

Owners

APl ACCESS
-;- Required permissions

f Keys

TROUBLESHOOTING + SUPPORT
7K Troubleshoot

':' New support request

b. The key will show at the VALUE column. You must copy it right away before leaving this page.

Note: You may skip to steps 7 and 8 to paste the copied value first.



6.

Go to Azure Active Directory > Properties to copy the Directory ID.
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7. Go to DSM Control Panel > Domain/LDAP > SSO Client, and do the following steps:

Domain LDAP

Domain Users

Control Panel 7 — B

Domain Group

Enable Synology SS0O service

IE Domain/LDAP S50 server URL:

Application ID:
» Connectivity

Register now

a QuickConnect

Profile:
@ External Access

/_\ Network
€ DHCP Server
"—f-"“ Wireless

Security

A System

0 Info Center

Tick Enable OpenID Connect SSO service.
a. Select azure in the Profile drop-down list.

b. Click Edit.

I + Enable OpenID Connect S50 servicel

azure

websphere

Reset



8. Paste the copied values of Application ID, Keys, and Directory ID, as well as enter the Redirect URI of your

9.

application's login page.

& £ Search
an Group

IR comain/LoaP

. Connectivity

a QuickConnect
@ External Access
/_\ Network

€ DHCP Server

—_— -
Z Wireless

& security

~ System

o Info Center

Domain

LDAP Domain Users Domain Group SS0 Client

Enable Synology SS0O service

S50 server URL:

http://nas.example.com:5000

Profile

Application ID:
Keys:
Directory ID:

Redirect URI:

b93708d0-5d87-43f7-0477-aa03a0df560d

b0c81ce5-4ea8-4a64-b1b4-267659fa2d492

https://118. .46:5001/webman/login.cgi

Apply Cancel

Apply

Remeber to click Apply when the configuration is complete.

Edit

Reset

B
a 0 search

7
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IB oemain/Loar

~ Connectivity
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@ External Access
/_\ Network

&) DHCP Server

— -
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A~ System

0 Info Center

Domain

Control Panel

LDAP Domain Users Domain Group SS0 Client

Enable Synology SS0O service

SS0 server URL: http://nas.example.com:5000

Application ID: Register now
Select SSO by default on the login page

Enable OpenID Connect SSO service

Profile: azure

Application ID: b93708d0-5d87-43f7-9477-aa03a0df560d

https://login.microsoftonline.com/b0c81ce5-4ead-4a64-
bib4-26769fa2d492/0auth2/token

OAuth 2.0 Token
Endpoint:

OAuth 2.0 Authorization https://login.microsoftonline.com/b0c81ce5-4ead-4a64-

Endpoint: b1b4-26769fa2d492/0auth2/authorize

Redirect URI: https://118. .46:5001/webman/login.cgi

- Edit

Apply Reset

10. Valid users managed by your Azure Active Directory can now sign in to your Synology NAS hosting web

application with their original credentials. To sign in with SSO, select Azure SSO Authentication from the drop-



down list.

Sean

Azure SSO Authentication
. Stay signed in

Next

11. Users will see a window requiring their account and password.

login.microsoftonlime.com

B® Microsoft

Pick an account

EI @synology.com

—I— Use another account

©2018 Microsoft  Terms of use  Privacy & cookies



12. Users will then see a confirmation. Just click Accept to sign in.

login.microsoftonline.com

B® Microsoft

@synology.com

AzureSSO

Publisher's website: synology.com
This app would like to:

~ Sign you in and read your profile

You should only accept if you trust the publisher (EFFEH IR HHIR
428l) and if you selected this app from a store or website you trust.
Ask your admin if you aren't sure.,

Cancel Accept

B£2018 Microsoft Terms of use  Privacy & cookies



